


Uncovering the Malware Economy

Moderator: 
Sheryl L. Drexler, Investigator,    
Division of Marketing Practices, FTC

• What are the financial incentives for malicious 
spammers? What is the cost along the email chain to 
consumers, businesses, Internet service providers, 
and networks?
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Malware, Mayhem & Money The Rise 
of the Malware Economy

Andrew Klein
Senior Product Marketing Manager
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Tools of the Trade – Botnets

Functions
Spam, phishing, pharming, distributing adware or malware, DHA, DOS 
attacks, and temporarily storing illegal, malicious or stolen files.

Create your own
Mr. X (Dutch Spammer) – 600 to 700 machines, 9B spam emails

Rent one out for $300 to $700 per hour
Jeanson James Ancheta (19) – $60,000 in 6 months
Christopher Maxwell (19) – $100,000 in one year 

How many
70 Million compromised machines (Trend Micro)

100 to 150 Million compromised machines (Vint Cerf)
Over 10,000 botnets become active each day (Symantec)

8 to 9 million compromised machines become active each month (Trend Micro)

A collection of compromised computers that are run under a 
common control structure



Tools of the Trade - Domains
citibank-validate.info
earthlink-reactivation.net
services-bankofamerica.com
sales-aol.net
secure-ebay.com
msn-reactivation.net
secure-usbank.info
service-visa.net
verification-e-gold.com
rewardprogramsurvey.us
customer-verification.com
banking-account-renewal.com

Phishers SSL Certificate
>> citibanhk.de <<

Duplicated Registrar Info
>> credltlyonaisse.com <<

Registering a Cyrillic “a”
>> paypal.com <<

Hall of FameHall of Fame
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Making money with Tools



Tools 2.0
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Phishing & Crimeware on the Upswing 
Latest Trends and Perspective

Jens Hinrichsen
RSA, the Security Division of EMC



Consumer Confidence Remains Shaky



While Phishing Continues to Grow

Source:  RSA Anti-Fraud Command Center repository

91%+
annual 

increase



Some of the (Unfortunate) Latest Trends

»More institutions than ever being targeted by phishing

More FCUs and Regional banks coming under fire

More sophisticated attacks

• Multi-redirectors with SSL certificates

• Significantly greater use of phishing-based Man-In-The-
Middle attacks

• Tandem phishing and Distributed Denial of Service (DDoS) 
attacks

• Spear phishing continue to grow

»More brazen fraudsters

»While the use of crimeware/Trojans is growing. . .  



» Growing at an “unhealthy” clip
Of the hundreds of thousands of pieces 
of malicious code in existence 
worldwide, roughly half of new variants 
in 2006 were Trojans. . .  

Recent RSA analysis of a single 
Gozi/BankSniff variant showed 30,000 
infected users in a single month

» Some of the crimeware families
Torpig
Gozi/BankSniff
Haxdoor
Trj/Briz.A (made-to-order)
Metafisher
Not to mention “Super Trojans”. . . Trend Micro

While Crimeware is Taking Off



Crimeware and Consumers – Cause for Concern
RSA Consumer Study, 12/06

»“How concerned have you been about other types of 
attacks, such as trojans and keyloggers over the past          
six months?”

. . . 44% of respondents already “increasingly concerned”

»Expected to increase markedly over coming 6-12 months

According to a recent survey by the National Cybersecurity Alliance, over 
90 percent of consumers have some type of spyware on their computers



The Tools Are Becoming More Capable, Available – And Affordable!

“Super Trojans”?



Trojan Promotion in the Underground. . .  

SE-CODE – The E-gold Session-Hijacking Trojan



Sample Financial Trojan (“Limbo”) In Action

» HTML-injection Trojan, targeting additional credentials



Sample Financial Trojan (“Limbo”) In Action
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Sample Financial Trojan (“Limbo”) In Action



Billpay’s Growing Appeal for Cashout                        
Path of Lesser Resistance

All name and 
address details 
have been 
censored. . .  

» Second-most common cashout method for 
compromised OLB accounts (wire transfer is #1)

Growing in popularity due to increasing 
safeguards on wire transfers

» Fraudsters obtain compromised accounts with 
billpay enabled – add new payee or change 
address of existing payee

» Just as there are fraudsters who supply drops or 
mule accounts, there are those who supply drop 
addresses for billpay checks



»Proactively detect, analyze, block and shut down 
phishing and crimeware/Trojan attacks

»Reduce fraudsters’ interest in your customers’
credentials:

Implement stronger authentication 

Deploy fraud detection mechanisms on the web and 
phone channels

Establish multiple “integrated layers” of defense

»Tap into a cross-institution, international fraud network 
that tracks global resources used by fraudsters

What Should We Do?
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Cybercrime
FTC SPAM Summit 

July 11, 2007

Gregory Crabb
Cyber Crime, Program Manager
United States Postal Inspection Service
Global Investigations
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Organized Crime In The 21st

Century

International 
Carder’s Alliance

International International 
Carder’s AllianceCarder’s Alliance



OPERATION GOLD PHISH



Cultural Learnings of America for 
Make Benefit Glorious Anarchy of 

Cyber Crime



https://forum.zloy.org/showthread.php?t=20536



Your WebMoney Purchase…



Smash And His Trojan



A Motive to use Malware



A Motive to use Malware
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BREAK

Afternoon Break: 3:15 PM to 3:30 PM


